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CVE-2020-1003 Learn more at National Vulnerability Database (NVD),
¢ CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions e
SCAP Mappings ¢ CPE Information

Description

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle
objects in memory, aka 'Windows Kernel Elevation of Privilege Vulnerability'. This CVE ID is
unique from CVE-2020-0913, CVE-2020-1000, CVE-2020-1027.

References

Note: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

e MISC:https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1003

Assigning CNA
Microsoft Corporation
Date Record Created

20191104 Disclaimer: The record creation date may reflect when the CVE ID
was allocated or reserved, and does not necessarily indicate when
this vulnerability was discovered, shared with the affected vendor,
publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20191104)

Votes (Legacy)

Comments (Legacy)
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CVE-ID
CVE-2020-1003 lLearn more at National Vulnerability Database (NVD)
CVSS Severity Rating e Fix Information e Vulnerable Software Versions e

SCAP Mappings ¢ CPE Information

Description

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle
objects in memory, aka 'Windows Kernel Elevation of Privilege Vulnerability'. This CVE ID is
unique from CVE-2020-0913, CVE-2020-1000, CVE-2020-1027.

References

Note: References are provided for the convenience of the reader to help distinguish between
vulnerabilities. The list is not intended to be complete.

e MISC:https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
1003

Assigning CNA

Microsoft Corporation

Date Record Created

20191104 Disclaimer: The record creation date may reflect when the CVE ID
was allocated or reserved, and does not necessarily indicate when
this vulnerability was discovered, shared with the affected vendor,
publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20191104)

Votes (Legacy)

Comments (Legacy)
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CVE-ID
CVE-2020-1003 jLearn more at National Vulnerability Database (NVD),
CVSS Severity Rating e Fix Information e Vulnerable Software Versions e

CAP Mappings ¢ CPE Information

Description

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle

objects in memory, aka 'Windows Kernel Elevation of Privilege Vulnerability'. This CVE ID is

unique from CVE-2020-0913, CVE-2020-1000, CVE-2020-1027.
« CVE-ID

References

W =2 Note: References are provided for the convenience of the reader to help distinguish between
® EE aT! \IH vulnerabilities. The list is not intended to be complete.
— > arax . . . .
° T — & 'f/lf }j& E =4 e MISC:https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
v 1003

Assigning CNA
Microsoft Corporation
Date Record Created

20191104 Disclaimer: The record creation date may reflect when the CVE ID
was allocated or reserved, and does not necessarily indicate when
this vulnerability was discovered, shared with the affected vendor,
publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20191104)

Votes (Legacy)

Comments (Legacy)
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CVE-ID
CVE-2020-1003 lLearn more at National Vulnerability Database (NVD)
CVSS Severity Rating e Fix Information e Vulnerable Software Versions e

CAP Mappings ¢ CPE Information

Description

An elevation of privilege vulnerability exists when the Windows kernel fails to properly handle

objects in memory, aka 'Windows Kernel Elevation of Privilege Vulnerability'. This CVE ID is

unique from CVE-2020-0913, CVE-2020-1000, CVE-2020-1027.
« CVE-ID

References

W =2 Note: References are provided for the convenience of the reader to help distinguish between
® EE aT! \IH vulnerabilities. The list is not intended to be complete.
— > Varaw . . . .
° T — & 'f/lf }j& E =4 e MISC:https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-
v 1003

Assigning CNA

Microsoft Corporation

Date Record Created

20191104 Disclaimer: The record creation date may reflect when the CVE ID
was allocated or reserved, and does not necessarily indicate when
this vulnerability was discovered, shared with the affected vendor,
publicly disclosed, or updated in CVE.

Phase (Legacy)
Assigned (20191104)

Votes (Legacy)
e

Comments (Legacy)
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« Common Vulnerability Scoring System
« NVD(National Vulnerability Database) T

NEEINTWD PRI E

AXCVE-2020-1003 Detail

Description

Seve r|ty CVSS Version 3.x CVSS Version 2.0 ‘

CVSS 3.x Severity and Metrics:

§i I\ NIST: NVD Base Score: -

Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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« Common Vulnerability Scoring System
« NVD(National Vulnerability Database) T

NHEAINTWBIEE M ELE
AXCVE-2020-1003 Detail

R CVSS:3.1/AV:L/AC:L/PR:L/
—— UI:N/S:U/C:H/I:H/A:H
Severity IEEIGEGERE CVssVersion20 | R ST

CVSS 3.x Severity and Metrics:

NIST: NVD

Vectog CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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Attack Complexity Low
Attack Vector Network 05 .
Confidentiality Impact Low
User Interaction Required
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