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X 1192.168.178.121

P Bl N

Unknown

client ip
121

prev

192.168.178. 121

start

192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178.121

CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22

next

CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22

unique id

173520763296. 620096
173520764640. 324145
173520937889. 638779
173520939449. 586298
17352094543. 222612
173520953677. 324551
173520965044. 424002

X ~

| F5vvsROY

X v

client ip

filter data...

192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178. 121
192.168.178. 121
192.168.178. 121

192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178. 121

query

ip7 7ML B

ubuntu TFR LT P AL FERR
ubuntu TFR LT P AL FERR
Zip I PAIVICIKREEFEES

zip slip ®WUA
Tzip
T7AIVE ../ FHOF

TJ74I0W% RASvva FUWA

192.168.178. 121 zip I7AIVE RASvyva1 LA

zip 77AIV& RSy #ELAH
TJ74IE RSvoa FELWA

D7AIVE ../ BHOFE
zip slip ®¥WAH

time

2024-12-26 18:33:35
2024-12-26 18:36:24
2024-12-26 18:36:30
2024-12-26 18:44:03
2024-12-26 18:49:23
2024-12-26 18:53:50
2024-12-26 19:01:08
2024-12-26 19:01:37

2024-12-26 19:39:10
2024-12-26 19:39:49
2024-12-26 19:39:51
2024-12-26 19:39:53

2024-12-26 19:01:59

uri

/?filename=../

/?filename=../
/?filename=. . %2Fexample. txt
/?filename=. . %2Fexample. txt
/?filename=.. %2F. . %2F
/?filename=. . %2F
/?filename=.. %2F. . %2F. . %2FGO. txt

message

Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.

time

/) 2024-12-26 19:07:12
/) 2024-12-26 19:07:26
/) 2024-12-26 19:36:18
/) 2024-12-26 19:36:34
/) 2024-12-26 19:37:34
/) 2024-12-26 19:38:56
/) 2024-12-26 19:40:50



X 1192.168.178.121

client ip query time

024-12-26 18:33:35
024-12-26 18:36:24

EBIRL/-2—Y D
WEB B2 /N 74 K w

\ 2024-12-26 18:53:50
192.168.178.121 IT71INVE ../ FHOF 2024-12-26 19:01:08
192.168.178.121 I74IE A5voa LA 2024-12-26 19:01:37
e o 70 A5via Eoh
192.168.178.121 zip 77MIE RSy ELA 2024-12-26 19:39:10
192.168.178.121 2024-12-26 19:39:49
192.168.178.121 2024-12-26 19:39:51

024-12-26 18:36:30
024-12-26 18:44:03

Unknown

TJ74IE RSvoa FELWA
D7AIVE ../ BHOFE

192.168. 178. 121 zip slip ¥YA 2024-12-26 19:39:53 .
client ip prev next unique id uri message time
121

192.168.178. 121 start CWE-22 173520763296. 620096~ /7filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:12
192.168.178.121 CWE-22 CWE-22 173520764640. 324145 /?filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:26
192.168.178. 121 CWE-22 CWE-22 173520937889. 638779 /7filename=.. %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:18
192.168.178. 121 CWE-22 CWE-22 173520939449. 586298 /7filename=. . %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:34
192.168.178.121 CWE-22 CWE-22 17352094543. 222612 /?filename=..%2F..%2F Path Traversal Attack (/../) 2024-12-26 19:37:34
192.168.178.121 CWE-22 CWE-22 173520953677 324551 /?filename=.. %2F Path Traversal Attack (/../) 2024-12-26 19:38:56
192.168.178.121 CWE-22 CWE-22 173520965044 424002 /?filename=.. %2F. . %2F. . %2FGO. txt Path Traversal Attack (/../) 2024-12-26 19:40:50



X 1192.168.178.121

P Bl N

Unknown

client ip
121

prev

192.168.178. 121

start

192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178.121
192.168.178.121

CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22

next

CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22
CWE-22

unique id

173520763296. 620096
173520764640. 324145
173520937889. 638779
173520939449. 586298
17352094543. 222612

173520953677. 324551
173520965044. 424002

X ~

| F5vvsROY

X ~

client ip

query

time

filter data...

\.

(wmEsEeE sS4 P
/—F - REHOKXKEZT
LMD E I HRT

8:33:35

:36:30
144:03
:49:23
:53:50
9:01:08

uri

192.168.178. 121

192.168.178. 121 zip I7AINVE RASYyva LA

192.168.178. 121
192.168.178. 121
192.168.178. 121
192.168.178. 121

/?filename=../

/?filename=../

/?filename=..%2Fexample. txt

/?filename=. . %2Fexample. txt
/?filename=.. %2F. . %2F
/?filename=. . %2F
/7filename=. . %2F. . %2F. . %2FGO. txt

TJ74I0W% RASvva FUWA

zip Z7AIE ASvIa FELA

TJ74IE RSvoa FELWA

D7AIVE ../ BHOFE
zip slip ®¥WAH

2024-12-26 19:01:37

2024-12-26 19:39:10
2024-12-26 19:39:49
2024-12-26 19:39:51
2024-12-26 19:39:53

2024-12-26 19:01:59

message

Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.
Path Traversal Attack (/.

time

/) 2024-12-26 19:07:12
/) 2024-12-26 19:07:26
/) 2024-12-26 19:36:18
/) 2024-12-26 19:36:34
/) 2024-12-26 19:37:34
/) 2024-12-26 19:38:56
/) 2024-12-26 19:40:50



2 Bl AN

X 1192.168.178.121 X -

{ IS YRRy X

client ip query time

filter data...
192.168.178.121
192.168.178.121

Zip7 7). WEE

ubuntu FHFEZXLT P AL 1ERL
192.168.178.121 ubuntu TFIST 7 AL FERK 2024-12-26 18:36:30
192.168.178.121 Zip 7 PAIVICNNREEFED 2024-12-26 18:44:03

— :
EIRL-/ —FIcE&FEns
A7 0O—8%Z 3k

2024-12-26 18:33:35
2024-12-26 18:36:24

Unknown

\

192.168.178. 121

T74IVE ../ FHROF 2024-12-26 19:39:51

client ip prev next unique id uri message time
121

192.168.178. 121 start CWE-22 173520763296. 620096~ /7filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:12
192.168.178.121 CWE-22 CWE-22 173520764640. 324145 /?filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:26
192.168.178. 121 CWE-22 CWE-22 173520937889. 638779 /7filename=.. %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:18
192.168.178. 121 CWE-22 CWE-22 173520939449. 586298 /7filename=. . %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:34
192.168.178.121 CWE-22 CWE-22 17352094543. 222612 /?filename=..%2F..%2F Path Traversal Attack (/../) 2024-12-26 19:37:34
192.168.178.121 CWE-22 CWE-22 173520953677 324551 /?filename=.. %2F Path Traversal Attack (/../) 2024-12-26 19:38:56
192.168.178.121 CWE-22 CWE-22 173520965044 424002 /?filename=.. %2F. . %2F. . %2FGO. txt Path Traversal Attack (/../) 2024-12-26 19:40:50



P Bl N

X 1192.168.178.121

| F5vvsROY

client ip

filter data...
192.168.178.121 Zip7 7ML KE
192.168.178.121 ubuntu FFRX LT FAIL 1B
192.168.178.121 ubuntu FFRX LT FAIL 1ERK

192.168.178.121

( 192.168.178.121

TEEOR 7 —ETERL /AT OFM
= 2 o 192.168.178. 121 TG RSvva L
HTTPBIE - RRA7 - av >~ b o2 e e

\ 192.168.178. 121 zip 7B RSvya BLA
192.168.178. 121
192.168.178. 121

2024-12-26 18:33:35
2024-12-26 18:36:24
2024-12-26 18:36:30
2024-12-26 18:44:03
2024-12-26 18:49:23
2024-12-26 18:53:50
2024-12-26 19:01:08
2024-12-26 19:01:37
2024-12-26 19:39:10
2024-12-26 19:39:49
2024-12-26 19:39:51

2ip 7 PAIICINZREEFED
zip slip ®YUA
192.168.178.121 Tzip

192.168.178.121 IT71INVE ../ FHOF

TJ74IE RSvoa FELWA
D7AIVE ../ BHOFE

192.168.178.121 zip slip ¥YU%H 2024-12-26 19:39:53
client ip prev next unique id uri message time
121

192.168.178. 121 start CWE-22 173520763296. 620096~ /7filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:12
192.168.178.121 CWE-22 CWE-22 173520764640. 324145 /?filename=../ Path Traversal Attack (/../) 2024-12-26 19:07:26
192.168.178. 121 CWE-22 CWE-22 173520937889. 638779 /7filename=.. %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:18
192.168.178. 121 CWE-22 CWE-22 173520939449. 586298 /7filename=. . %2Fexample. txt Path Traversal Attack (/../) 2024-12-26 19:36:34
192.168.178.121 CWE-22 CWE-22 17352094543. 222612 /?filename=..%2F..%2F Path Traversal Attack (/../) 2024-12-26 19:37:34
192.168.178.121 CWE-22 CWE-22 173520953677 324551 /?filename=.. %2F Path Traversal Attack (/../) 2024-12-26 19:38:56
192.168.178.121 CWE-22 CWE-22 173520965044 424002 /?filename=.. %2F. . %2F. . %2FGO. txt Path Traversal Attack (/../) 2024-12-26 19:40:50
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X 192.168.178.121

/'T*_\

Unknown

S SN X iii

client ip prev next

— N A\ AN 121
Oﬁj\ )—/l- s j:)i L) |}§ L) % Iﬂ-_‘( I:I:F1ﬁ 192.168.178. 121 start ChE-22
192.168.178.121 CWE-22 CWE-22

Hﬁ%@ﬁ%% LT —
OXEN & — & A=A T —
—URLICIREB DO ENBREICEN S HE
« T4 — KNy I RTLDIERR
B8 T 7 OCWE-IDERIEAD MY (2
SWEBF KL T/ — NaRd
s WEDWFEICHI|T 5 EE
e UnknownZ NILA DW= H D& i
—>CWEEZDNER, NFIRRILE

<Ly

EDOHET

unique id

173520763296. 620096
173520764640. 324145
173520937889. 638779
173520939449. 586298
17352094543. 222612

173520953677. 324551
173520965044. 424002

BT

client ip

filter data...

192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121
192.168.178.121

192.168.178.121 zip IPANVE RSvYoa1 EUWH 2024-12-26 19:01:59

192.168.178.121
192.168.178.121
192.168.178.121

192.168.178.121
uri

/7filename=. ./

/7filename=. ./

/?filename=. . %2Fexample. txt

/7filename=. . %2Fexamp le. txt
. %2F. . %2F
/2fi lename=. . %2F

/2filename=. . %2F. . %2F. . %2FGO. txt

/7filename=

query

2ip7 7ML WE

ubuntu FFRET7 AL FRR
ubuntu FFR TP AL ERR
2ip I PAICINREEFED
zip slip Y%

Tzip
TPANE ../ FHOF
TrANE RSv¥a EUA

zip I7INVE R3vva BLA
IrAIVE RSvva EUA
IPANVE ../ BHOF
zip slip Y%

message

time

2024-12-26 18:33:35
2024-12-26 18:36:24
2024-12-26 18:36:30
2024-12-26 18:44:03
2024-12-26 18:49:23
2024-12-26 18:53:50
2024-12-26 19:01:08
2024-12-26 19:01:37

2024-12-26 19:39:10
2024-12-26 19:39:49
2024-12-26 19:39:51

2024-12-26 19:39:53
time

Path Traversal Attack (/../) 2024-12-26 19:07:12
Path Traversal Attack (/../) 2024-12-26 19:07:26
Path Traversal Attack (/../) 2024-12-26 19:36:18
Path Traversal Attack (/../) 2024-12-26 19:36:34
Path Traversal Attack (/../) 2024-12-26 19:37:34
Path Traversal Attack (/../) 2024-12-26 19:38:56
Path Traversal Attack (/../) 2024-12-26 19:40:50
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[TASK] Cracking SSH key passphrase (3)

*3

[HINT] (43-1) What's the name of the cracking tool? (3)

/
[HINT] (43-2) What needs to be done before cracking? (2) I

=
[TASK] Stealing the data (3)

‘3

[HINT] (44-1) How to use the key? (3)

]

[HINT] (44-2) In what format addresses are? (2)

‘2

[HINT] (44-3) Where to look for passwords? (2)

[INFO] Ending (3)

task 43

task 44

info
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Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion
Development Escalation
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 44 techniques
Active Scanning (3 Acquire Access Content Injection Cloud Administration Account Abuse Elevation Abuse Elevation Control
Command Manipulation (7, Control Mechanism (g
Gather Victim Host Acquire Drive-by Mechanism g
Information (4 Infrastructure (g, [ Compromise Command and BITS Jobs Access Token
Scripting Access Token Manipulation s
Gather Victim Identity Compromise Exploit Public- Interpreter (49y Boot or Logon Manipulation (s,
Information (3, Accounts (5 Facing Application Autostart BITS Jobs

MITRE ATT&CK 7 L — s 7 — % (3 )
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